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Chapter 4 

Risk and control of information 
systems 
 

 

 

 

Chapter learning objectives: 

 

Lead Component Indicative syllabus content 

C.1 Evaluate control 
systems for 
organisational activities 
and resources. 

(a) Evaluate the 
appropriateness of 
control systems for 
the management of 
an organisation. 

• Application of control systems and related 
theory to the design of management 
accounting control systems and information. 

• Systems in general. 

• Control systems within functional areas of a 
business including HR, sales, purchases, 
treasury, distribution, IT. 

• Identification of appropriate responsibility 
and control centres within the organisation. 

• Performance target setting. 

• Performance appraisal and feedback. 

• Cost of quality applied to the management 
accounting function and ‘getting things right 
first time’. 

• Responses to risks in control systems for 
management. 

B.1 Evaluate the tools 
and processes required 
for strategy 
implementation. 

(c) Advise managers 
of the risks in the 
development of 
strategies for 
information systems 
that support the 
organisation’s 
strategic 
requirements. 

• The purpose and contents of information 
system strategies, and the need for strategy 
complementary to the corporate and 
individual business strategies. 
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1. Risks 

A risk to a computer system can be anything that prevents the managers from getting the 

information from the computer system.  

These types of risk can result in the loss of information (or loss of its integrity or 

confidentiality), business disruption and loss of time and money.  

Information security 

• Risk of hardware theft 

• Physical damage to hardware and computer media (DVDs, USB sticks, etc.) This can 

be caused by negligence, poor operating conditions and natural disasters. 

• Damage to data by hackers, viruses, software bugs or faulty hardware. 

• Hacking - gaining unauthorised access to a computer system. Hackers can 

interfere with the access control system, steal user IDs, steal important and 

confidential information, corrupt the data, delete the data. 

• Virus - a piece of software that seeks to infest a computer site, hiding and 

automatically spreading to other systems when an opportunity arises. Viruses 

include: 

• trojans (a type of malware that is often disguised as legitimate software) 

• worms (replicate themselves within the system) 

• trap doors (undocumented entry points to systems, allow controls to be 

bypassed) 

• logic bombs (triggered when a specific event occurs) 

• time bombs (triggered on a specific date) 

• Operational mistakes - mostly unintentional, e.g. overwriting a document, inputting the 

transaction twice. 

• Fraud and industrial espionage - anything from creating false data to manipulating it. 

This can lead to the loss of confidentiality of sensitive information.  

Data protection legislation 

In the UK, rights to hold personal data are given to “data subjects” by the Data Protection 

Act.  
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2. Controls in an information systems environment 

 

3. General controls 

General controls are policies and procedures that relate to the computer environment and 
are therefore relevant to all applications. They support the effective functioning of application 
controls by helping to ensure the continued proper operation of information systems. 

Personnel controls 

Recruitment, training and supervision need to be in place. 

Logical access controls  

Providing authorised access to systems, buildings, etc. Sometimes there are a few levels 

of access, e.g. you need to log in to the system and in order to, for example, make a transfer, 

you need to additionally log in to that subsystem. Logical access controls work well when 

users do not share passwords, when passwords are strong and non-obvious, are not keep 

near the system (e.g. written down on a piece of paper) and are changed regularly.  

Audit trail of access logging – a report showing which users logged in at which time and 

what they did on the system. 



  

 

P3 - Risk Management CH4 – Risk and control of 
information systems 

 

  Page 4 

Facility controls 

Physical access - controlling access to sensitive areas (e.g. the server room). For example 

using security guards, access with an ID card or PIN code, safes and vaults or filing cabinet 

with locks, CCTV. Additionally, procedural controls support facility controls (e.g. clean desk 

policy). 

Business Continuity 

Business continuity, or rather Disaster Recovery Planning (DRP) in the case of IS 

systems, is performed to ensure the recovery or continuation of vital technology 

infrastructure and systems following a natural or human-induced disaster. 

How would you recover the business if, e.g., the main server room was flooded? 

System backups – it is vital that business information is backed up on a regular basis.  

4. Application controls 

Application controls ensure that data are correctly inputted, processed, maintained and only 

distributed to authorised personnel.  

Input controls : 

• Controls over the completeness of input (e.g. the number of recorded payroll 

transactions is not higher than the number of employees). 

• Controls over the accuracy of input – validation (e.g. captcha), reasonableness 

check (e.g. the value of each order is not higher than $100,000), digital verification, 

controls over the authorisation of input - additionally require a signature from an 

authorised person in order to proceed. 

Processing controls - computer verification and validation checks, error detection controls. 

Output controls - monitoring of control logs and physical checks of the output. 

5. Software controls 

Software controls prevent unauthorised software from being installed. Examples: buying 

only from authorised dealers, separate installation DVDs (as a copy) and documentation. 

6. Network controls 

Network controls control risk with using LANs or WANs such as unauthorised logging, 

tapping the cables, viruses, copying files or server security.  

These include controls to prevent unauthorised access to data transmitted over these 

networks include firewalls, flow (movement of data), data encryption, antivirus software.  
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Data Protection Act (DPA) - implemented to protect individuals against the misuse of 

personal data.  

The 8 key principles of DPA: 

• Obtain and process information fairly. 

• Keep it only for one or more specified, explicit and lawful purpose. 

• Use and disclose it only in ways compatible with these purposes. 

• Keep it safe and secure. 

• Keep it accurate, complete and up-to-date. 

• Ensure that it is adequate, relevant and not excessive. 

• Retain it for no longer than is necessary for the purpose or purposes. 

• Give a copy of his/her personal data to an individual on request. 

7. Systems development 

Systems development life cycle (SDLC) 
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8. Controls 

Controls should be implemented at every stage of the SDLC. 

CHANGEOVER METHODS 

Direct changeover Parallel running Pilot changeover Phased changeover 

• Switch off the old 
system and switch 
on the new one. 

• Good when 
systems are very 
different. 

• The cheapest 
method, by the 
riskiest. 

• Both systems 
running at the same 
time until it is safe 
to switch the old 
one off.  

• Costly method 
(input the data 
twice into 2 
systems, more staff 
needed). 

• Less risky than 
direct changeover. 

• One part of the 
business changes 
first.  

• Safer method as 
only 1 part of the 
business will be 
affected.  

• Go live in different 
parts of the 
business at 
different times 
(phased, e.g. 
department by 
department). 

• Safe but time-
consuming.  

 

POST-IMPLEMENTATION REVIEW 

This should establish whether the objectives of a project have been met.  

• Compare predicted and actual performance (variance analysis), e.g. number of errors 

encountered, cost of processing, etc. 

• Were the users’ requirements met by the project? 

Recommendations should be made to improve the future performance of the system. The 

review should take place after the new system has been running for a while in order to avoid 

initial hiccups.  
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9. Chapter summary 

 

 


